
Lack of key control is one of the most significant security risks of commercial facilities. It’s also 
one of the most overlooked. The physical security of an access point, whether an interior or 
exterior door, is specifically degraded when control of the access credentials for the opening 
are lost or compromised. Simply put, if you can’t accurately identify—at any given point—the 
individuals who have access to open the locks on an opening, you have no control. With no 
control, anyone can duplicate a key and gain access.

Keeping your keys in control

Whitepaper

A lack of key control 
If there is not a system in place that regulates and documents 

the distribution of keys, then key control is an issue. 

“A key system should be appropriately secured and only 

available to authorized individuals,” says Monte Salway, product 

manager of key systems at Allegion. “Additionally, every building 

owner or facility manager should not only limit the number of 

keys distributed, but also strictly control how they are issued, as 

well as replaced when they are lost.”

Salway says he often sees lack of key control displayed in ways 

not typically associated with the issue. 

“Someone lending another person a key to enter a room real 

quick is an example of no key control,” he says. “A facility 

manager standing at a door for several minutes trying to find the 

right key for an opening is another common way that poor key 

control plays out.”

Both of these scenarios may seem harmless, Salway says, 

but they are actually indications that a building has significant 

security risks. They reveal that, in an emergency or threatening 

situation, there is no guarantee that facility and security 

personnel will be able to respond quickly and be assured that 

only authorized individuals have access.

Salway, who is also a certified master locksmith, recommends 

asking a few simple questions to determine if key control is an 

issue in your facility:

 Can you identify who has keys to the facility—and exactly 

what openings they have access to?

 How do you determine who should receive keys?

 How do you restrict certain areas of your facility?

 How many individuals have master keys?

 What do you do if a key is lost?

 How do you manage key blanks?

 Is there a formal process for issuing new or replacement keys?

 How are keys retrieved when there are staffing changes?
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Fortifying key control with a patented key system
No matter how diligent you are in tracking your key system, all of 

those efforts will be undermined if a system does not utilize a key 

blank that is protected from duplication through some level of 

patent protection. 

“A patented key system, like the Everest 29™ from Schlage®, is the 

most secure mechanical key system available,” Salway says. “Its 

patented nature allows the manufacturer to define—and control—

the supply chain.”

Patented keys allow a manufacturer to control the supply chain 

for a key blank. Without an ability to control the supply chain, a 

key blank can be made readily available to the marketplace and 

offer opportunities for a key holder to make a duplicate of their 

key without the knowledge of the facility manager. By controlling 

the supply chain for how cut keys and key blanks reach the 

marketplace, the manufacturer and the facility can work closely in 

assuring that the key blanks are only provided when authorized. To 

be able to issue keys for a patented system, a supplier must have a 

contract with the manufacturer.

“With a patented system, no one can take one of your keys to a 

local locksmith and make a copy,” he explains. “This protects the 

physical security of the key and cylinder, making the accessibility 

of keys and key blanks much more difficult. Indirectly, this protects 

end users against theft and liability.”

Salway says some patented key systems also have the ability to 

incorporate geographic exclusivity. Schlage does that through 

Primus XP, which includes five additional pins in the cylinder for 

a unique milling on the side of the key. Each arrangement of pins 

is only issued once in a geographic region (based on zip code), 

providing an even higher level of security.

When the patent expires
When a patent expires, the keys still work. However, there is 

no longer any assurance around duplication and restricted 

access, which does expose end users to greater risk, both in 

terms of compromised security as well as lack of key control. 

However, since key systems are patented for 20 years from 

the date of their application filing, most end users are able 

to leverage the system for a significant period of time before 

patent expiration.

To help end users manage patent expiration and mitigate 

costs, most manufacturers introduce a new patented system 

one to two years in advance of expiration to allow end users 

the opportunity to migrate at a steady rate. Plus, as in the case 

of the Everest 29—which is patent-protected through 2029—

the system incorporates features in some of the cylinders that 

allow it to be backwards compatible with the earlier Everest 

version, so those with the existing Everest system don’t have 

to completely change out every single lock. 

If you are unsure of when the patent expires on a key system,  

you can either call the manufacturer or do a search via  

google.com/patents.

When you have no key control
Going back to the basics is the best way to regain key control. 

Salway advised rekeying and changing the key system—

preferably to a patented key system—and developing a strict 

control process for how keys are issued, managed, returned 

and replaced. An effective key control policy should also:

 Dictate access levels that grants people certain level of keys

 Define the issuance of every key on the system, including 

master and grand master keys

 Set clear expectations for how employees are to manage 

keys in order to protect the integrity of the building’s security 

system

 Involve a tracking system, such as key management 

software like Sitemaster 200

Along with the choice of key system, Salway advises 

carefully selecting a provider who is going to be able to serve 

the system based on your facility’s needs. Willingness and 

ability to assist with the transition to a new key system is 

also important.

“Too many times, the system is ordered and delivered and 

that is the end of the relationship,” Salway says. “I advise 

end users to find a provider who will, as part of their service, 

help you establish a plan for key distribution, swap-out and  

ongoing key tracking and management—this is the root of 

effective key control.”

For more information about key control, call 877-735-1015 or 

visit us at ity.vc/allegionkeycontrol.

http://us.allegion.com/Products/Keysystems/schlage_key_systems/key_control/Pages/default.aspx



